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US Cloud Act (Part 1): 
An Overview
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Introduction
In 2018, the so-called CLOUD Act by the US legislature gave US 
authorities the possibility to access data that is stored outside 
the United States for investigations. After the Safe Harbor 
Agreement was declared invalid by the European Court of 
Justice and in view of the discussions surrounding its follow-on 
agreement, the Privacy Shield, this change in the law caused 
further irritation and concern, particularly in Europe. There is 
concern with regard to the protection of personal data and 
business secrets, as well as compliance with contractual or 
legal confidentiality obligations such as banking secrecy and 
professional secrecy requirements.

Questions about the CLOUD Act became decision criteria 
for the choice of IT products, many decision makers, and IT 
consultants wonder whether they act carefully if they do not 
take this aspect into account accordingly. But what exactly 
does the CLOUD Act determine and what is behind it?

Background of the CLOUD Act
First of all, it must be made clear that the CLOUD Act only 
has an indirect connection with the information technology 
concept of the cloud. In fact, it is a change to the so-called 
“US Stored Communications Act”, which was called the 
“Clarifying Lawful Overseas Use of Data Act” and for which the 
abbreviation “CLOUD” has become common (1).

The background to the CLOUD Act can best be illustrated 
by a lawsuit between US law enforcement agencies and 
Microsoft in 2013 that has now effectively been ended under 
the CLOUD Act. In the course of a criminal investigation 
against a suspected criminal, Microsoft was asked to provide 
communication data about this person. According to the then 

applicable legal situation, Microsoft was obliged to disclose the 
relevant data stored in the USA. Microsoft complied with this 
but did not provide the part of the requested data that was 
stored in Europe, more precisely in Ireland, to the authorities. 
Microsoft argued that Irish law was applicable to this data and 
that data disclosure would have to be ordered by the Irish 
authorities and courts as part of a request for legal assistance. 
In the appeal procedure, the competent court agreed with 
Microsoft, against which the US authorities appealed to 
the Supreme Court. The appeal to the Supreme Court was 
withdrawn when the CLOUD Act was enacted. This act has 
retrospectively granted the US authorities the right to access 
data stored abroad.

Subject matter of the regulation and 
addressees of the obligation
According to the central provision of the CLOUD Act “a 
provider of electronic communication service or remote 
computing service” has the obligation “to preserve, backup, or 
disclose the contents of a wire or electronic communication 
and any record or other information pertaining to a customer 
or subscriber within such provider’s possession, custody, or 
control, regardless of whether such communication, record 
or other information is located within or outside of the United 
States” (2).

This obligation applies to all “provider(s) of electronic 
communication service or remote computing service”, 
insofar as they are subject to the US jurisdiction, in particular 
providers of electronic communication services such as e-mail, 
social media and “remote computing services”, i.e. cloud 
services, that are related to the USA.
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Since a certain relationship with the United States is sufficient 
to be subject to US jurisdiction, not only are US companies 
themselves included, but also related companies overseas, 
such as subsidiaries or parent companies in Europe. 
Subsidiaries or branches in the USA can also suffice for this. 
In individual cases, data exchange with a US company, for 
example with sister companies in the USA, advertising directed 
at the USA or US turnover is sufficient for this.
For the disclosure obligation, it is sufficient that this data is 
assigned to such a company (“US company”). The obligation 
applies regardless of any conflicting foreign legal provisions 
and regardless of where and how the data is processed or 
stored.

Particularly extensive data concept
The CLOUD Act essentially covers all data that a US company 
processes or has processed abroad. This basically means that 
practically all personal data and information are subject to 
worldwide access by the US authorities if there is a connection 
through data processing by a US company. According to this 
particularly extensive data concept, business secrets can also 
be included in addition to personal data. 

Requirements for a complaint against an 
order for delivery
Non-US persons or companies concerned, whose data are 
to be delivered, have no party position and cannot defend 
themselves against it with a complaint. It is also often 
questionable whether they will find out about the planned 
delivery of data at all, since such orders are often linked to 
confidentiality obligations in order not to compromise the 
investigation. 

Whether the affected US company can lodge a complaint 
against orders such as warrants or subpoenas aimed at 
disclosure of the data stored or processed in the EU depends 
on the fact that (I) the customer/participant is not a “United 
States person”, and (II) the disclosure of the required data 
creates a significant risk of violating the laws of a “qualified 
foreign government”. However, it can only be a “qualified 
foreign government” if an “Executive Agreement” between the 
two countries has been concluded. Foreign nationals entitled 
to reside permanently in the US and associations whose 
members are predominantly US citizens or such foreigners 
also count as “United States person”.
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Complaint procedure
If the above requirements are met for a complaint against an 
official order for delivery, the data transfer orders must be 
objected to before a US court within 14 days of receipt. The 
court then checks the admissibility and reasonability of the 
order for delivery with the so-called comity analysis (balancing 
of interests). In essence, the court uses a number of factors 
to check whether the interests of the administration of justice 
in the United States are inferior to the interests of refusing to 
provide data, taking into account all the circumstances of the 
individual case. In addition to the investigative interests of the 
US authorities, these factors include the interest of the foreign 
state in preventing any illegal disclosure, the existence of 
agreements and reciprocal rights with the state concerned, the 
importance of the communication data for the investigation 
and other ways of obtaining it, and others.

The US court thus has very extensive powers and a wide 
margin of discretion and can change or even cancel the 
respective official order in any direction.

Summary
The powers of the US criminal authorities under the CLOUD 
Act are extensive and force European companies and 
consultants to carefully weigh the effects of the CLOUD Act 
on their own decisions, even if large US IT companies see the 
effects of the CLOUD Act as a criminally necessary measure 
and therefore consider the relevance to be not so high.

On the one hand, there are major data protection concerns 
regarding the disclosure of data from natural persons. A 
European company must prevent itself from having to choose 
between a violation of US law and a violation of the European 
General Data Protection Regulation if it is closely related to 
the USA. These two are both uncomfortable and expensive. 
However, European companies that expose themselves to 
access to their own data via the CLOUD Act through a business 
partner, service provider or processor can also commit data 
protection violations. The second article on the CLOUD Act in 
this magazine will deal with the data protection implications of 
the CLOUD Act in detail.

In addition, questions of business secrets must also be taken 
into account in this context: not only that IT service providers 
could potentially be used to transfer business secrets to 
another state, the question also arises as to whether the steps 
under the circumstances to keep it secret, taken by the person 
lawfully in control of the information, have been reasonable 
and adequate  if such a potential loophole is accepted. 
However, such measures are a prerequisite for the existence 
and thus the legal protection of a business secret (3). The third 
article on the CLOUD Act in this magazine will deal with this 
topic in detail.

Ultimately, it is the lack of legal protection that causes 
headaches. Switzerland and Great Britain have already 
concluded an “Executive Agreement” with the USA and are 
therefore a “qualified foreign government”. Such agreements 
currently do not exist for other EU countries. 
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Dr. Ivo Rungg is an attorney-at-law specializing in IP/IT, 
data protection and corporate. Since 1998 he has been 
working in the Austrian law firm BINDER GRÖSSWANG 
Rechtsanwälte and has been a partner since 2001. In 
addition to his professional work as a lawyer, he has been 
a lecturer at the e Faculty of Law at the University  
of Innsbruck since 2014.

About Dr. Ivo Rungg 

The negotiations in this regard were transferred to the 
European Commission, which has been holding talks with 
the USA since September 2019. The objective is not only to 
achieve an “Executive Agreement” in the sense of the CLOUD 
Act, but also to eliminate the data protection risks (which 
basically remain in the case of an administrative agreement). 
These negotiations also fit into the EU’s operation to finalize 
the so-called “E-Evidence” regulation (4), whose objectives at 
European level are comparable to those of the CLOUD Act. 

(1) The full text and further information on the legislative 
process of the CLOUD Act are available at: https://www.
govtrack.us/congress/bills/115/s2383 (Accessed on April 1, 
2020).

(2) Refer to Section 3, § 2713 CLOUD Act.

(3) Refer to Directive (EU) 2016/943 on the protection of 
confidential know-how and confidential business information 
(business secrets) against unlawful acquisition and illegal 
use and disclosure (available at http://data.europa.eu/eli/
dir/2016/943/oj, accessed on April 1, 2020).

(4) Refer to the proposal of the EU Commission COM(2018) 225 
final - 2018/0108 (COD) (available at: https://eur-lex.europa.
eu/legal-content/DE/TXT/?uri=CELEX%3A52018PC0225, 
accessed on April 1, 2020).
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